
  

 

Faculty of Engineering Technology

utilising machine learning algorithms

Continuous unobtrusive 
user authentication 
using gait for wearable 
devices

• Transparent and continuous authentication

• Wearable device packed with sensors
• contextual data

• biometric data 

Can we develop a computationally 
inexpensive and accurate gait 
authentication model for mobile 
devices?
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SenseID Wearable



  

 

• Gait: “Locomotion 
achieved through the 
movement of human 
limbs.”

• Walking
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SenseID for Authentication

Gyroscope

Accelerometer

Input Data Walk Detector Walking? Authentication Person

• Walk Detector

 gait detection

• Authentication

 gait recognition
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Previous work



  

 

5

• Sensor configuration

• Pre-processing

• Segmentation

• Feature-based

• Fusion

• Machine learning

State-of-the-art
gait recognition
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• gait detection

• Similar methods to gait 
recognition

• Machine learning

State-of the-art HAR (Human Activity 
Recognition)



  

 

Data Collection Procedure

• Accelerometer and Gyroscope data 
collected from Android LG Urbane 
Smartwatch

• Subjects were asked to do the 
following:

• 10 minutes 
• Ordinary manner
• Straight line
• Repeated over few days
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• Wearable application (Android)
• Capture Accelerometer 
+ Gyroscope data
• Save data to SD Card

• Server application (Python)
• Processing
• Train walk detector + authentication model
• Inference models

Initial Implementation (1)
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• Model for Walk Detection

• Model for Authentication

• Logistic Regression model
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Initial Implementation (2)

Can we improve further?

EER point

EER: Equal Error RateTPR: True Positive Rate

TNR: True Negative Rate

• Walk Detector (gait detection)

• Authentication Model (gait recognition)

Input Data Walk Detector Walking? Authentication Person
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Machine Learning for Gait 
Authentication
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Data Filtering for Noise Removal

Moving Average GaussData
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Input Data* Walk Detector Walking? Authentication Person

• Walk Detector (gait detection)

• Authentication Model (gait recognition)
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Machine Learning for Gait 
Authentication



  

 

Machine Learning components

Input 
Data

Feature 
Extraction Features

Machine 
Learning 
Algorithm

Classifier 
Model

Label

Input 
Data*

Feature 
Extraction Features*

Label

Training

Inference
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New Feature: Derivatives

[-1    0   1]

Data

derivative filter

Feature

Full resolution Half resolution Quarter resolution
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Feature visualization with PCA: three 
principle components

Xscores derivatives 
(new)

16

ROC Graph Authentication Results



  

 

Input Data Walk Detector Walking? Authentication Person

• Walk Detector (gait detection)

• Authentication Model (gait recognition)
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Machine Learning for Gait 
Authentication

ROC Graph Walk Detector
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Feature Computation time

Feature Preprocess
ing (ms)

Feature 
Computati
on 
WD+Auth 
(ms)

Predict 
WD+Auth 
(ms)

Total (ms)

Xscores 13.5 724 0.4 817.9

derivative
(current)

11 26 0.4 37.4

Intermediate Conclusion

• Accuracy improvement (TPR: 83.0%, TNR: 90.1%) to 
EER<1%

• Speed improvement: 540ms to 13ms   

Accurate?

Representative?
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Validation on public datasets

• Walk Detector (gait detection)

HAR (Human Activity Recognition)

• Authentication Model (gait recognition)

Representative dataset: 51 users
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Datasets

• Gait detection: PAMAP2, USC-HAD

• Gait recognition: IDNet
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Input Data Walk Detector Walking? Authentication Person

• Walk Detector (gait detection)

• Authentication Model (gait recognition)
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Validation

Gait detection PAMAP2 

TestTrain
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Results on PAMAP2 dataset
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Gait recognition IDNet

• 50 subjects

• period of six months

• Android smartphones in front pocket 

• Several sessions of five minutes were performed for 
each subject

• variable conditions, mimic real world scenarios
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Results on IDNet
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Conclusion and Future Work

• Can we develop a computationally inexpensive and 
accurate gait authentication model for mobile 
devices?

• SenseID wearable
• Multiple devices
• Realistic
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